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Source code security

● Buffer overflow attacks.

● Memory management in C/C++. Source code security issues.

● Vulnerabilities specific to C/C++ languages: arithmetic limits, type conversions, etc.

● Application design methods from the security point of view. Microsoft Security

Development Lifecycle.

● Static and dynamic source code analysis.

● Source code writing standards (MISRA, SEI-CERT).

● Ways to implement a software application from a security perspective: risks and

vulnerabilities.

● Defensive / offensive techniques of writing the source code (defensive / offensive

programming).

Data visualization

● Data abstraction from the point of view of scientific visualization.

● Abstraction of tasks from the point of view of scientific visualization.

● Indicators and visual communication channels.

● Tables visualization.

● Interactive visualization.

● Multiple visualization.

● Spatial data visualization.

● Visualization of networks and trees.

● Composite data visualization.

● Medical data visualization.

Computer programming

● The basics of the C language

o identifiers

o data types (basic and derived, predefined and user-defined)

o variables and constants, functions

o declarations and definitions

o memory classes
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o input - output operations

o expressions and operators: arithmetic, relational, logical,

increment-decrement, assignment. Logical operators on bits. Conditional

expression. Operator Precedence Table.

o working with files

o C language instructions

o lifetime and scope of variables

o complex data types: structures, unions, enumerations, bit fields

● Pointers

o definitions and declaration of pointers

o pointers and arrays

o pointers and functions. Function calls by value and by using pointers

o pointer arithmetic

o memory allocation/deallocation

o multidimensional arrays

o pointers to functions

● Command line arguments
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